
Open Rights Group @openrightsgroup

We want a society built on laws, free from disproportionate, unaccountable 
surveillance and censorship.

Set up 2005, we have 3,000 members and many more activists

About me:

Jim Killock, Executive Director @jimkillock
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What is taking place?

Soft censorship:  
filtering
CTIRU “requests”
PIPCU “requests” to Nominet for .uk domain suspensions

Hard censorship:
Copyright and trade mark blocking
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Common problems

1 Definitions and scope

2 Transparency
3 Redress for mistakes
4 Accountability and oversight
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How much censorship?

CTIRU Counter Terrorism Internet Referrals Unit

Based at Met Police, refuses all FoI requests, on grounds 
of national security and prevention of crime

130,000 items removed annually from web services
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CTIRU process

1 Send notice of criminality to FB, Twitter, Google 

Requests removal under T&Cs

2 Service removes it, as if removed by a moderator
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Problems with CTIRU process

1 Pretends it is not a legal demand: 

Notification in EU law creates “actual knowledge” of a 
crime, and therefore the platform is liable if it is left up

Thus, for a platform a notice is a legal demand 
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Problems with CTIRU process

2 Lacks accountability

What happens if CTIRU repeatedly remove something 
legal? There is no means to stop CTIRU exceeding their 
powers

Nobody reviews their decisions 
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Problems with CTIRU process

3 Telling users that they may be breaking the law

4 Telling you that your friends are circulating illegal 
content

5 Giving people a means to seek help
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Police investigator or censor?

No transparency at CTIRU because it sees its role as 
policing rather than censorship.

This seems a stretch, but it is the result of asking the 
police to do the job, rather than creating a body to do it.
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What is extremism?

Today it is far right extremism, and Jihadism. Definitions 
(not my topic today) are however wide and could 
include anarchists and environmentalists as they have 
in the past.
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Suspensions or seizures?

PIPCU have opted for suspensions, but this means:

•	No transparency over what is removed
•	Victims of fraud, recipients of dangerous goods get no 
warning

•	Police cannot gather evidence of crime
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Legal accountability

PIPCU etc ask for the suspension, but Nominet are liable 
for it.

PIPCU  / requesters review complaints.

Nobody reviews PIPCU or anyone else’s work.
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Copyright and TM injunctions

25 injunctions covering around 125 websites

Around 3500 (?) domains blocked  
(proxies and alternative domains)

List is not public
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Copyright and TM injunctions

•	Very hard to work out who to complain to
•	Very hard to find mistakes
•	Very difficult to locate the paperwork and judgments
•	Overlapping injunctions against the same websites
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Conclusion

•	Digital Charter, wants to incentivise takedowns
•	Fines if not done speedily
•	Will mean more mistakes and incorrect censorship
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Conclusion

•	Censorship does nort solve crime: it merely “disrupts”
•	Nobody gets punished
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Conclusion

•	Censorship will take place; always with us
•	Censorship must be transparent
•	Censors must offer redress when mistakes are made
•	Censors must be accountable
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Conclusion

•	Victims of crime need transparency
•	Natural justice says you must be told when you are 
breaking the law

•	 People brought into terrorist circles are victims too
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Conclusion

The UK does not apply basic standards of transparency 
and accountability for Internet censorship.
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